JIT

J | PEESLSEC | O
RISK HISE.
NSW

7 EditiGE







7MEDITION 3

SUMMARY

The JLT Public Sector Risk Survey has provided valuable insights into the top risks facing councils in New
South Wales for 2024, By comparing the results from 2023 to 2024, we have identified trends and shifts
in risk perception among CEOQ/GMs from Australian councils.

In 2023, the top three risks identified were financial sustainability and cyber security, ranked in first and second position respectively
by 73% of CEO/GMs, followed by assets and infrastructure ranked third by 40.4% respondents. In 2024, the rankings experienced
slight shifts, with financial sustainability maintaining its leading position, now supported by 76.5% of respondents. However, cyber
security, while still in second place, saw a significant decrease of nearly 10 percentage points, with only 66.7% of CEOs and GMs
ranking it in this place. Assets and infrastructure held steady in third position, with 43.1% of respondents ranking it there, reflecting
an increase of nearly three points from 2023. This data indicates the continuing growing concern regarding financial sustainability,
which has become the foremost risk for councils. Conversely, while cyber security remains significant, its ranking has decreased,
suggesting that councils may feel slightly more secure in their cyber defences. The modest increase in concern regarding assets
and infrastructure reflects ongoing challenges in managing physical resources.

The JLT Public Sector Risk Survey underscore the evolving landscape of risks facing NSW councils. Addressing financial
sustainability, enhancing cyber security measures, and effectively managing assets and infrastructure will be crucial for councils to
navigate these challenges and continue serving their communities effectively.
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Figure 1: Ranking of Risk NSW risk heat map
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FINANCIAL SUSTAINABILITY

Financial sustainability remains the primary risk for councils in 2024. The underlying factors contributing to this risk include cost
shifting from other tiers of government, which was ranked first by 68.6% of respondents, and the cost of funding infrastructure and
asset management from existing revenue sources, ranked second by 66.67%. Additionally, 51% of CEO/GMs ranked insufficient
rate revenue and growth as the third significant issue affecting their ability to deliver functions and services. The increase in concern
regarding financial sustainability is largely driven by the ongoing pressure from cost shifting, where councils are continuing to

suffer from responsibilities that have been transferred from state and federal governments to local councils without the support

of adequate funding. The introduction of the cost of funding infrastructure as a new factor in 2024 and its high placement in the
rankings underscores the challenges councils face in maintaining and renewing essential services. Insufficient rate revenue further
complicates the situation, limiting councils’ ability to meet community needs effectively.

High Risk

Low Risk 8-12 Rank

Cost shifting from other tiers of government
35 13 3
Cost of funding infrastructure & asset management and renewal from existing revenue sources
34 17
Insufficient rate revenue (and/or growth) to deliver functions, services
26 15 10
Inadequate Government funding/grants
18 23 10
Inflationary pressure
12 21 18

Awaiting funding from disaster relief

11 20 20
Economic uncertainty

7 25 19
Disaster recovery funding arrangement to adequately reimburse council to rebuild damaged assets

6 31 14
Other

2 49

Inadequate insurance protections

6 44

Impact of Climate Change and maintaining assets
21 29
Lack of awareness and understanding of catastrophic risk exposures
5 46
Loss of revenue due to impact of catastrophic event/s, business disruption
7 44

Figure 2: Financial Sustaining — NSW Mapping of underlying factors
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CYBER SECURITY

Cyber security continues to be a major risk for councils, with 66.7% of CEO/GMs ranking it second in 2024. The key factors
contributing to this risk include the ability to respond to a cyber attack, identified as the top concern by 76.5% of respondents

The ability of IT infrastructure and providers to proactively manage cyber security is noted as the second most significant factor

by 70.6% of respondents. Furthermore, 56.8% of CEO/GMs expressed concern about potential cyber security failures ranking

this the third most important factor contributing to this risk. The emphasis on the ability to respond to cyber attacks reflects the
increasing sophistication of cyber threats facing local governments. Councils are continually looking for ways to ensure that their IT
infrastructure is robust and capable of managing these risks effectively. The slight decrease in the overall ranking of cyber security
may suggest that councils are investing more in their cyber defences, yet they recognise that the potential for cyber security failures
remains a significant concern that demands ongoing attention and resources.
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Figure 3: Cyber Security — NSW Ranking of underlying factors
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ASSETS & INFRASTRUCTURE

Assets and infrastructure risks have risen slightly, with 43.1% of CEO/GMs ranking it third in 2024. The underpinning factors to
this risk include the capacity to finance the management of assets and infrastructure critical for maintaining service delivery, which
64.71% of respondents identified as the leading concern in this category. The cost of upgrading and betterment when repairing
assets was ranked as the second leading factor by respondents, particularly in the context of rising inflation and resource costs.
The ability to attract and retain suitably qualified and experienced staff essential for effective asset management is also a concern,
highlighting the interconnected nature of these risks.

High Risk 1-2 Rank

Low Risk 5-6 Rank

Capacity to finance asset and infrastructure management

41 9

Cost of upgrading/betterment when repairing assets.

26 18 7
Ability to attract and retrain suitably qualified and experiences human resources

22 23 6
Inflation impact on costs to maintain/upgrade/replace assets & infrastructure

19 22 10
Ability to adequately and appropriately insure assets/infrastructure

11 16 24

Impact of supply of resources & materials

10 27 14

Significant increase in funding required due to limited supply chain and/or inflation

10 19 22
Natural disaster/catastrophe damage to critical infrastructure

7 10 34
Responsibility to maintain State Government owned assets

6 9 36
Other please specify
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Figure 4: Assets & Infrastructure — underlying factors ranked






This document and any recommendations, analysis, or advice provided by JLT (collectively, the ‘JLT Analysis’) are not intended to be taken as advice regarding
any individual situation and should not be relied upon as such. This document contains proprietary, confidential information of JLT and may not be shared with
any third party, including other insurance producers, without JLT’s prior written consent. Any statements concerning actuarial, tax, accounting, or legal matters
are based solely on our experience as insurance brokers and risk consultants and are not to be relied upon as actuarial, accounting, tax, or legal advice, for
which you should consult your own professional advisors. Any modelling, analytics, or projections are subject to inherent uncertainty, and the JLT Analysis
could be materially affected if any underlying assumptions, conditions, information, or factors are inaccurate or incomplete or should change. The information
contained herein is based on sources we believe reliable, but we make no representation or warranty as to its accuracy. Except as may be set forth in an
agreement between you and JLT, JLT shall have no obligation to update the JLT Analysis and shall have no liability to you or any other party with regard to the
JLT Analysis or to any services provided by a third party to you or JLT. JLT makes no representation or warranty concerning the application of policy wordings
or the financial condition or solvency of insurers or re-insurers. JLT makes no assurances regarding the availability, cost, or terms of insurance coverage.

© 2025 JLT Risk Solutions Pty Ltd. All rights reserved. LCPA 25/248. 25-7506753-AU



